3GPP TSG SA WG3 (Security) Meeting #94
S3-190338
28 January – 1 February 2019, Kochi (India)


Source:
Nokia, Nokia Shanghai Bell, Huawei, HiSilicon, CableLabs
Title:
Requirements to Key Issue on Authentication of a UE for Non-public network
Document for:
Approval
Agenda Item:
8.15
1
Decision/action requested

It is requested to add a new key issue into TR 33.819.
2
References

3GPP TR 33.819 Study on security enhancements of 5GS for vertical and Local Area Network (LAN) services
3
Rationale

The SA1 requirement states: 

The 5G system shall support a suitable framework (e.g., EAP) allowing alternative (e.g., to AKA) authentication methods with non-3GPP identities and credentials to be used for UE network access authentication in non-public networks.

NOTE:
Non-public networks can use 3GPP authentication methods, identities, and credentials for a UE to access network but are also allowed to utilize non-AKA based authentication methods such as provided by the EAP framework.

The following proposes the potential requirements to 33.501 under the new key issue on Authentication of a UE for Non-public network as proposed in a companion contribution.
4
Detailed proposal

Related to proposed new key issue in S3-190336: on Authentication of a UEfor Non-public network
*************** Start of Change ****************
5.1.X.3
Potential security requirements

Authentication framework: The 5G system shall support an authentication framework that is flexible to support 

· for PLMNs authentication with 3GPP credentials, and

· for NPNs authentication with 3GPP credentials or non-3GPP credentials.

NOTE 1: The term 'non-3GPP credentials' refers to credentials not stored in a UICC. Such examples include a certificate and its associated private key used by EAP-TLS and EAP-TTLS to authenticate a device or subscriber or legacy credentials such as user names and passwords used by EAP-TTLS to authenticate the user. 

NOTE 2: NPNs can be operated as standalone 5GS or as a closed access group within a PLMN.

NPN-UE network access authentication: The 5G system shall support an authentication framework which allows for different types of identities used by NPN-UEs.
NOTE 3: Examples of NPN-UE identities are SUPIs (i.e. IMSI), NAI, and Line Id as used in Wireline Wireless convergence. 

NPN and NPN-UEs shall be able to mutually authenticate each other.
*************** End of Change ****************
